
Regulatory technology 
(“RegTech”)



“I have a dream”

• “I have a dream. Is it futuristic, but realistic. It involves a
Star Trek chair and a bank of monitors. It would involve
tracking the global flow of funds in close to real time
(from a Star Trek chair using a bank of monitors) in
much the same way as happens with global weather
systems and global internet traffic. Its centerpiece would
be a global map of financial flows, charting spill-overs
and correlations”

• Andy Haldane, Chief Economist, Bank of England (2014)

• (Quoted by Douglas W Amer, Janos Barberis, Ross P
Buckley “FinTech, RegTech and the Reconceptualization
of Financial Regulation” Northwestern Journal of
International Law and Business October 2016)



Benefits 
• “The use of new technologies to solve regulatory and

compliance burdens more effectively and efficiently”

• “Technology-enabled regulatory adherence”

• The Institute of International Finance - RegTech has the
potential to improve quality and efficiency of supervision and
reduce risk in the system

• No shortage of new regulations which are complex

• Compliance budgets have exponentially increased, and also 
the misconduct fines 

• CompTech (compliance technology)

• SupTech (supervisory technology)

• “I have a dream” – need for regulators to move from
traditional analogue supervision to digital, real-time
supervision. It is incumbent on all to prioritize digital
transformation
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Major areas of application

• Compliance – machine readable regulations and alerts on
non-compliance/ regulatory changes (FCA)

• Verification – use of multiple data sources to verify
consumers and businesses (KYC/AML)

• Data capture, aggregation and integration – process large
volumes of data to produce output in the form of
calculations, risks and regulatory reporting

• Monitoring and reporting – data analytics enabled
automated, regular and seamless reporting

• Regulatory and risk analysis (risk management) –
identification and assessment of risks with analytics solutions
for decision making
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Emerging technologies 

• Milken Institute’s Center for Financial Markets: “Regtech:
Opportunities for More Efficient and Effective Regulatory
Supervision and Compliance”

• Big Data Analytics: Large volumes of data that can be
generated, analyzed, and increasingly used by digital tools
and information systems. This capability is driven by the
increased availability of structured data, the ability to process
unstructured data, increased data storage capabilities, and
advances in computing power.

• Artificial Intelligence (AI): IT systems that perform functions
requiring human capabilities. AI can ask questions, discover
and test hypotheses, and make decisions automatically based
on advanced analytics operating on extensive data sets
(“machine learning,” “deep learning,” “cognitive computing,”
and “natural language processing”)
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Emerging technologies 
• Robotic Process Automation (RPA): RPA software performs

routine business processes by mimicking the way that people
interact with applications and by following simple rules to make
decisions. Difference between AI and RPA is that while AI has a
certain ability to think for itself, RPA relies on pre-set rules
applied to a specific task – automate repetitive tasks involving
data collection, input and processing (no data is stored)

• Application Program Interfaces (APIs): A set of rules and
specifications followed by software programs to communicate
with each other, and an interface between different software
programs that facilitates their interaction.

• Cloud Computing: Refers to the use of an online network
(“cloud”) of hosting processors to increase the scale and
flexibility of computing capacity. This model enables convenient
on-demand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage facilities,
applications, and services) that can be rapidly released with
minimal management effort or service provider interaction.
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Emerging technologies 

• Biometrics: Provide a security mechanism used to identify,
authenticate, and provide access to a facility or system based
on the automatic and instant verification of an individual’s
physical characteristics, such as fingerprints, retina patterns,
etc.

• Distributed Ledger Technology (DLT): DLTs such as blockchain
are a means of recording information through a distributed
ledger, i.e. a repeated digital copy of data at multiple
locations. These technologies enable nodes in a network to
securely propose, validate, and record state changes (or
updates) to a synchronized ledger that is distributed across
the network’s nodes.

• Cryptography

• Smart contracts
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Big Data and Artificial Intelligence (“BDAI”)

• Big data refers to the creation and capture of large volumes of
data from multiple sources

• AI analyses the data, using algorithms – e.g. enable the
creation of profiles for customers for individualized product
offerings and better processes for the estimation of
creditworthiness

• Financial services heavily depend on information and the
evaluations thereof.

• BaFin: Federal Financial Supervisory Authority in Germany –
decision making and evaluation processes must be
transparent, explainable and verifiable.

• It must be possible to trace why and on what basis an
algorithm makes its prediction

• The FI is responsible and accountable and not the algorithm.
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Big Data and Artificial Intelligence (“BDAI”)

• Quantitative requirements/standards may be set –
supervisors should be able to assess whether an algorithm is
effective, e.g. whether it is capable of detecting money
laundering and efficient (i.e. whether is able to screen out
activities which are less suspicious)

• Minimum requirements for data integrity (key and correct
information)

• To what extent should supervisor’s approval be required for
changes in a model?

• Systemic risks – dominant data and algorithm providers are
entering financial markets

• Should the concept of systemic importance be defined?

• Pooling of data
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Big Data and Artificial Intelligence (“BDAI”)

• Financial supervision and data protection issues

• Data protection should also be an issue for supervisory
authorities

• Should the customer be given “control” over how his/her data
is used?

• Freedom of choice?

• Balance between differentiation and discrimination
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5th EU Money Laundering Directive

• Information of a prudential nature relating to credit and
financial institutions, such as information relating to the
fitness and properness of directors and shareholders, to the
internal control mechanisms, to governance or to compliance
and risk management, is often indispensable for the
adequate AML/CFT supervision of such institutions. Similarly,
AML/CFT information is also important for the prudential
supervision of such institutions.

• Therefore, the exchange of confidential information and
collaboration between AML/CFT competent authorities
supervising credit and financial institutions and prudential
supervisors should not be hampered by legal uncertainty
which might arise as a result of the absence of explicit
provisions in this field.
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5th EU Money Laundering Directive

• It is essential to establish centralised automated mechanisms,
such as a register or data retrieval system, in all Member
States as an efficient means to get timely access to
information on the identity of holders of bank and payment
accounts and safe-deposit boxes, their proxy holders, and
their beneficial owners.

• When applying the access provisions, it is appropriate for pre-
existing mechanisms to be used provided that national FIUs
can access the data for which they make inquiries in an
immediate and unfiltered manner.

• Full confidentiality should be ensured in respect of such
inquiries and requests for related information by FIUs and
competent authorities other than those authorities
responsible for prosecution.
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5th EU Money Laundering Directive

• In order to respect privacy and protect personal data, the
minimum data necessary for the carrying out of AML/CFT
investigations should be held in centralised automated
mechanisms for bank and payment accounts, such as registers or
data retrieval systems.

• Accurate identification and verification of data of natural and
legal persons are essential for fighting money laundering or
terrorist financing. The latest technical developments in the
digitalisation of transactions and payments enable a secure
remote or electronic identification.

• For the purposes of anti-money laundering and countering the
financing of terrorism (AML/CFT), competent authorities should
be able, through obliged entities, to monitor the use of virtual
currencies. Such monitoring would provide a balanced and
proportional approach, safeguarding technical advances and the
high degree of transparency attained in the field of alternative
finance and social entrepreneurship.
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Questions
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